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Abstract

The civil liability of health insurance organizations concerning the disclosure of patients’
confidential information constitutes a significant and sensitive issue in the fields of health law and
personal data protection. Medical information, due to its private and sensitive nature, requires
enhanced legal and technical safeguards. In this regard, health insurance providers are obligated to
comply with specific legal principles and regulatory frameworks to ensure the confidentiality,
integrity, and security of such data. This article adopts a descriptive-analytical approach to
examine the legal obligations of the Health Insurance Organization in protecting patient
information and the legal consequences arising from unauthorized disclosure. To this end,
relevant legal instruments are analyzed, including the National Data and Information
Management Law, the Five-Year Development Plan Law, and the principles enshrined in the
Constitution of the Islamic Republic of Iran. The findings indicate that unauthorized disclosure of
patients’ medical information by health insurance entities may result in both civil and, in certain
cases, criminal liability. Such liability includes compensation for both pecuniary (financial) and
non-pecuniary (moral) damages suffered by individuals. In addition, health insurance
organizations are legally required to implement effective security measures to prevent
unauthorized access and to obtain patients’ explicit and informed consent prior to any disclosure
of personal medical data. Ultimately, strict compliance with legal regulations and data protection
standards is essential to safeguarding patient privacy and preventing violations of individual
rights. Moreover, the adoption of emerging technologies alongside effective supervisory
mechanisms can reduce legal risks, strengthen data governance, and contribute to improving the
quality of healthcare services and public trust in health insurance institutions.
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